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https://thenewstack.io/ebpf-meaner-hooks-more-webassembly-and-observability-
due/?utm_referrer=https%3A%2F%2Fwww.google.com%2F

https://thenewstack.io/elasticsearch-goes-deep-on-opentelemetry-with-ebpf-
donation/?utm_referrer=https%3A%2F%2Fwww.google.com%2F



Ecosystem is Growing More Complex!
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100% increase in attach 

points over the last 6 years

400% increase in helper 

functions over the last 6 years



https://netdevconf.info/0x17/docs/netdev-0x17-paper1-talk-slides/xdp_scaling.pdf



Research Efforts:

• XDP

• KProbes 

Open source tools (e.g., BPFMap):

• TC

• XDP

• Kprobes
• Tracepoints
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What are the challenges faced in developing 
and managing eBPF programs?



Software-Engineering Approach to 
Understanding eBPF Community Challenges

StackOverflow: Problem forum 
for coding challenges
* 743 Problems tagged as bpf

Pre-
processing

(e.g., Stopword 
removal)

Feature 
Extraction

(TF-IDF)

ML for 
Classification 

(i.e., SVM)

StackOverflow Processing Pipeline

Classification Dimension
A: Hook point type
B: Ecosystem
C: Development Process
D: Programming Language

• eBPF Maps

• eBPF Tools and Utilities

• Performance and Optimization

• Kernel Integration and Cgroup Usage
• Error Handling and Verifier Messages
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Motivating Research Questions

• RQ1: How can we lower developer barrier of 
entry?

• RQ2: Which hookpoints is the community 
grappling with?

• RQ3: What is the impact of language choice?

• RQ4: How is the Stack Overflow ecosystem 
addressing eBPF issues?
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Hook Point Usage in the Wild
• XDP+Kprobes == 44.2%

• Non XDP/Kprobe take a lot longer 
to resolve

• Tracepoint/TC/sockfilters ~ 30%
• Unsatisfied and unaddressed 
• Research/tools focus on most 

dominant (older …)
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Barrier to eBPF Development

eBPF Tools/Utilities
• libbpf/BCC based issues
• Mismatch between 

documentation and code
• Evolution ==> simplify 

development but changes syntax
• Easily solved by clarifying 

mismatch



Hook Point Usage in Context
eBPF Tools/Utilities
• libbpf/BCC based issues
• Mismatch between 

documentation and code
• Evolution ==> simplify 

development but changes syntax
• Easily solved by clarifying 

mismatch

a need for automated patching/updating of 

documentation (or automated code fixes)



Motivating Research Questions

• RQ1: How can we lower developer barrier of 
entry?

• RQ2: Which hookpoints is the community 
grappling with?

• RQ3: What is the impact of language choice?

• RQ4: How is the Stack Overflow ecosystem 
addressing eBPF issues?

• C still dominates in the 
kernel. 

• Most other languages 
are at the user space 

• Most issues resolved by a 
handful of users 

• More popular attach points 
are answer faster



Conclusion
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BPF ecosystem is 

growing complex
Analyze community 

challenges 

StackOverflow 
Processing Pipeline

Highlight unmet 

community needs

Community

Survey

theophilus@cmu.edu
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