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Ecosystem is Growing More Complex!
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This XDP is just 100
lines of code!

A small eBPF/XDP core gives 80% of the value.

The remaining 80% of the work happens in the
user space. It is rarely discussed in talks or articles,
as it'sthought to be generic enough for all
distributed systems. Extra 80% of workis required
to support the operations.

Let's delve into the main criteria for employing
XDP/eBPF in networking
and identify key considerations for your design.
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Inter/intra rack, DC, Specific Hosts, Jobs,
region connections

e MITRE ATT&CK framework for coverage I T N N
e 50+ bpfhooks

e Rule execution in ebpf code.
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setsockopt(TCP_CONGESTION, bpf_ccaxxx)

TCP Congestion
Struct_ops BPF

e Highly configurable
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Struct_ops BPF
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e Fast execution - optimized for high performance

https://netdevconf.info/0Ox17/docs/netdev-0x17-paper1-talk-slides/xdp_scaling.pdf



XDP programs:

* crab -load balancer from the CRAB proje

This XDP is just 100 + fw - firewall from the hXDP project.

Research Efforts:

lines of code! * katran -load balancer from Facebook. (s
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il on-XDP eBPF programs:
e Rule
e High : :
* dae - proxy from the daeuniverse project.
e Fast
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~ ~ ~ ~ ~ N N
o o o o o o o .
o S 8 = S = » examples/go-kprobe-counter/
£ 25 ]
£ 400 Open source tools (e |
2 « examples/go-tc-counter/
8 20' ® O TC
E’ 15 §300- . XDP » examples/go-tracepoint-counter/
o —_
—_ q)
S 101 < * KPFObeS » examples/go-uprobe-counter/
£ 5 200 :
< 51 / o * TraCGpOlntS « examples/go-uretprobe-counter/
€
0t 31001 e examples/go-target/
Q)
\{b\"‘ L R
* examples/go-xdp-counter/
0.
O v O v Q. O % .0 .9 % wvarmmlas frmenmmere ] intar
RS 4"‘\4" Abflf o o b © No ol © * examples/go-app-counter/

Kernel Version



What are the challenges faced in developing
and managing eBPF programs?



Software-Engineering Approach to
Understanding eBPF Community Challenges
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Classification Dimension

StackOverflow: Problem forum A: Hook point type

for coding challenges
* 743 Problems tagged as bpf

C: Development Process
D: Programming Language




Software-Engineering Approach to

Understanding eBPF Community Challenges

StackOverflow: Problem forum
for coding challenges
* 743 Problems tagged as bpf

Pre-

processing

(e.g., Stopword
removal)

»

Classification Dimension
A: Hook point type

B: Ecosystem

Feature ML for
Extraction » Classification
(TF-IDF) (i.e., SVM)
StackOverflow Processing Pipeline
Model A B C D
Decision Tree | 0.55 | 0.43 | 0.90 | 0.80
SVM 0.68 | 0.65 | 0.95 | 0.87
XGBoost 0,90 | 0.62 | 0.90 | 0.93

C: Development Process
D: Programming Language




Motivating Research Questions

* RQ1: How can we lower developer barrier of
entry?

* RQ2: Which hookpoints is the community
grappling with?

* RQ3: What is the impact of language choice?

* RQ4: How is the Stack Overflow ecosystem
addressing eBPF issues?
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Hook Point Usage in the Wild

* XDP+Kprobes ==44.2%
* Non XDP/Kprobe take a lot longer
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. [
dominant (Older ) mmm Syscall Entry/Exit
| [ Perf Events
* B Linux Security Module

(&)}

(6]

[N - N N
o

o

Number of attachpoints

(¢}

o

AONA DY QD HXOA DOV DD 6A O, &
R R A NN R S IR
O ATATATAT B e e e e e e eRTRTATAT TS 6

Kernel Version



Barrier to eBPF Developmvif

eBPF Tools/Utilities

* libbpf/BCC based issues

* Mismatch between
documentation and code

* Evolution ==> simplify
development but changes syntax

* Easily solved by clarifying
mismatch

eBPF Maps

Performance and Optimizations
Error Handling and Verifier Messages
eBPF Tools and Utilities

Kernel Integration and Cgroup Usage
Others



Hook Point Usage in Context

eBPF Tools/Utilities o _
B Debugging
* libbpf/BCC based issues 1401 : gesigln
evelopment

e Mismatch between

documentation and code

* Evolution ==> simplify
development but changes syntax

* Easily solved by clarifying

mismatch
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a need for automated patching/updating of
documentation (or automated code fixes)




Motivating Research Questions

* RQ1: How can we lower developer barrier of
entry?

e C stilldominatesinthe
kernel.

* Mostotherlanguages
are atthe user space

* RQ2: Which hookpoints is the community
grappling with?

* Mostissues resolved by a

handful of users

 More popular attach points

are answer faster




Conclusion

Number of helpers
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StackOverflow
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BPF ecosystem is
growing complex
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challenges

Highlight unmet
community needs
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