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Who Am I?

Paul Chaignon
Software Engineer @ Cisco

Datapath team for Cilium

Lead organizer of eBPF Workshop

Following eBPF research since 2015

https://pchaigno.github.io/
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https://dl.acm.org/doi/epdf/10.1145/3576915.3623178


Goals for Today

● Share the trends for eBPF research

● Present the main eBPF research topics

● Discuss how to nudge academia towards specific topics



Goals for Today

● Understand how to navigate through this

● Share the trends for eBPF research

● Present the main eBPF research topics

● Discuss how to nudge academia towards specific topics



How to Triage Papers?



How to Triage Papers?

(1) Not all eBPF focused

(2) Not all high quality



How to Triage Papers?
● Use citation count?

○ Easy to cheat

○ Citations can mean many things

https://ideophone.org/some-things-you-need-to-know-about-google-scholar/
https://ideophone.org/some-things-you-need-to-know-about-google-scholar/


How to Triage Papers?

● Look for the top conferences instead

○ Hard to get into

○ Hard to cheat

● Approach taken by CSRankings

○ Already has the top conferences

○ Open to edits via GitHub



Building the List

● All BPF papers from CSRankings-listed conferences

● No journals, no workshops

● BPF needs to play a key role in the design

● Interactive selectors to filter

● Links to paper and video

● One line summary focused on BPF
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○ Linux: Page fault handler, lock policies, prefetching, peripheral drivers, power management…

○ Other software: Hypervisors, DBMS, FUSE, RT OSes, BLE devices…

○ Protocols: QUIC and BGP.
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● Improving the verification:

○ Replacement: Proof-Carrying Code, PREVAIL, language-based (Rust)

○ Improvements: Hardware-based hardening and runtime checks

● Finding verifier bugs:

○ Testing: Finding test oracles for the Linux verifier, fuzzing of userspace eBPF runtimes

○ Verification: Agni, RIOT kernel

● Performance improvements: Compiler optimizations, synthesis-based compilation, extensions for 

prefetching and batching.



What Got “Upstreamedˮ?

● 2019–2021: Fixes in the RISC-V and arm64 JIT compilers found by formal verification

● 2021–2026: Lots of fixes in the verifier found by fuzzing and formal verification

● 2021: Precision and optimization improvements found by formal verification and program synthesis

● 2021: PREVAIL, the Windows verifier

● 2021: Speculative execution fixes

● 2023: Exception support

● 2024: Deadlock fixes

● 2026: Arena improvements
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Which Research Teams?

Harishankar 
Vishwanathan

(Rutgers University)

Hao Sun
(ETH Zurich)

Farbod Shahinfar
(Politecnico di Milano)

Tal Zussman
(Columbia University)

Yusheng Zheng
(UC Santa Cruz)

Kumar Kartikeya 
Dwivedi
(EPFL)



Conclusion

● eBPF research going well

○ Some push back on non-formal static analysis

● Do we want to encourage specific research topics?

● How?

○ 💰  eBPF Foundation cannot replace NSF

○ Convince the students!

○ Write it (or publish)



Thanks!

Questions?


